Blockchain Training

Week 2



Creating a Private Ethereum
Blockchain

* Every transaction on the Ethereum Virtual
Machine costs money

* You need a safe offline environment for testing
your applications

* The options to do so are:
1)Geth

2)Eth

3)Pyethapp




Geth A

LLLLLL

e Geth is the the command line interface for
running a full Ethereum node

* |t allows you setup a private Ethereum
blockchain

e Written in Go




Geth Use Cases

LLLLLL

* Mining Ethereum blocks
* Create and manage accounts
e Create contracts




Things to Define before Starting

Custom Genesis File
Custom Data Directory (C:\Geth)

Custom Network ID (1217. LAG in Numbers)
Disable Node Discovery




Creating the Genesis Block
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"difficulty"” H % A 15
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"timestamp" HR %

"extrabData" s ',
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"chainId": 18@,
"homesteadBlock": @,
"eiplSSBlock": @,
"eiplSEBlock": @

Save file In C:\Geth\configs\
genesis.json

!

AG

code
- DSG



What the Parameters Mean

mixhash A 256-hit hash which proves, combined with the nonce | that a sufficient amount of
computation has been carried out an this block: the Proof-of-Work (PoYW). The combination of
nonce Shd mizhash must satisfy a mathernatical condition described in the Yellowpaper, 4.3 4.
Block Header validity, (447, It allows ta verify that the Block has really been cryptographically
rnined, thus, from this aspect, is valid.

nonce A B4-hit hash, which proves, combined with the mix-hash, that a sufficient amount of
computation has been carried out on this block: the Proof-of-Waork (Fov). The combination of
nonce and mixhash mMust satisfy a mathematical condition described in the Yellowpaper, 4.3 4.
Block Header “alidity, (44), and allows to verify that the Block has really been cryptographically
mined and thus, from this aspect, is walid. The nonce is the cryptographically secure mining
proof-of-work that proves beyond reasonable doubt that a particular amount of computation
hias been expended in the determination of this token value. (Yellowpager, 11.59. Mining Proof-
af-wwark).

difficulty A scalar value corresponding to the difficulty level applied during the nonce
discovering of this block. It defines the mining Target, which can be calculated from the
previous block's difficulty level and the timestamp. The higher the difficulty, the statistically more
calculations a Miner must perfarm to discover a wvalid block. This walue is used to control the
Block generation time of a Blockchain, keeping the Block generation frequency within a target
range. On the test network, we keep this value low to avoid waiting during tests, since the
discovery of a walid Block is required to execute a transaction on the Blockehain.

alloc Allows defining a list of pre-filled wallets. That's an Ethereum specific functionality to
hiandle the "Ether pre-sale” period. Since we can mine [ocal Ether guickly, we don't use this

[
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What the Parameters Mean

coinbase The 160-bit address to which all rewards (in Ether) collected from the successul
mining of this block hawve been transferred. They are a sum of the mining reward itself and the
Contract transaction execution refunds. Often named "beneficiary” in the specifications,
sometimes "etherbase” in the online documentation. This can be amything in the Genesis Block
since the wvalue is set by the setting of the Miner when a new Block is created.

timastamp A scalar value equal to the reasonable output of Unix time() function at this block
inception. This mechanism enfarces a homeostasis in terms of the time between blocks. A
staller period between the last two blocks results in an increase in the difficulty level and thus
additional computation required to find the next walid block. If the period is too large, the
difficulty, and expected time to the next block, is reduced. The timestamp also allows verifying
the order of block within the chain (Yellowpaper, 4.3.4. (437).

parentHash The Keccak 256-hit hash of the entire parent hlock header (including its nonce
and mixhash ). Pointer to the parent block, thus effectively building the chain of blocks. In the
case of the Genesis hlock, and only in this case, it's a |

extraData An optional free, but max. 32-byte long space to conserve smart things for ethernity.
N

gasLimit A scalar value equal to the current chain-wide limit of Gas expenditure per block. High
in our case to avoid being limited by this threshold during tests. Mote: this does not indicate that

wie should not pay attention to the Gas consurnption of our Contracts.
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What Is the Genesis Block

It Is the first block of the blockchain that
has no predecessors




Initialize Geth to Create the Genesis
Block

* genesis.json is in "C:\Geth\configs\
genesis.json"”

» datadir is "C:\Geth\data-private"

* Using Windows, run Command Prompt or
Powershell with Administrator privileges




Initialize Geth to Create the Genesis
Block

s Unpin from Start

Resize
More

Uninstall

Run as Administrator

Y Run ISE as Administrator

= Windows PowerShell ISE

Windows
PowerShell




Initialize Geth to Create the Genesis
Block

Execute geth with the parameters—datadir and init:

geth --datadir "C:\Geth\data-private" init "C:\Geth\
configs\genesis.json”

PS5 CinWINDOWS  swste geth --datadir

=75

[@56-14 HI i Maximum peer count 2 % =25
[@5-14 A7:3@] ftllocated cache and file handles =C:Widethvhdata-privaterygethiichaindata
=16
[@E-14 |: Writing custom genesis hlock
[@56-14 37:3@] Persisted trie from memory database c =g, 226 &= : =@. Q26
: =3, 20B
3@] successtully wrote genesis state =chaindata

138] Allocated cache and file handles =C:hidethyhdata-privatesygethilightchain
=16
1311 Writing custom genesis block
=g, J2EB ds
=1 =@, Q2B
F:31] successtully wrote genesis st =lightchaindata




Creating an Account at Geth

Run Geth with the following parameters:

geth --networkid 1217 --port 60303 --rpc --lightkdf --
cache 16 --datadir "C:\Geth\data-private" console

geth --netw d ! ightkdf ; 16 --datadir
imum peer 5
rting pe

<nil> EIP155: @ EIF158: @ anti <ni ctantinople

rting P2P netw
UDP listener up Abc71d58F7 d54 beedSe

RLPx listener up AbcT1d58F7 d5d becdSc

IFC endpoint opened

HTTP endpoint opened . . =localhost
Script can




Create New Account

LLLLLL

> personal. newdccount ()
FPassphrase:




> persanal

listfccounts:
listHallets
accounts:
status:
url:
} ] »

derived

r:
getlisticcounts:
getlistHallets:
importRawkey:

newdccount :
opernkallet:
sendTransaction:
sign:
signTransaction:
unlockfccount:

Check Your Account




Configure enode

LLLLLL

* An enode Is a way to describe an Ethereum
node Iin the form of a URI, separated from the

host by an @ sign

* At geth console, run this command and verify
the node information:

> admin.nodeInfo.enode




IP and Port for enode

LLLLLL

> admin.nodeInfo.enode

* The port underlined is the port defined when we
execute Geth




> exit

[@6-15|11:
[@6-15|11:
[@6-15|11:
[@6-15|11:
[@6-15|11:35:
[@6-15|11:35:

[@6-15|11
PS C:WWINDOKWSS,

ELEG R

Exit The Blockchain .

HTTP endpoint closed

IPC endpoint closed
Blockchain manager stopped
Stopping Ethereum protocol
Ethereum protocol stopped
Transaction pool stopped
Database closed

SESO

LOBAL

45
ceth.ipc
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\E

Spipe’,

sonGethyhdata-privatengethnichaindata




Your Private Blockchain is Ready




Conclusion

LLLLLL

* A private Ethereum blockchain provides a
staging area for our ideas

* You can do everything that is possible on the
live Ethereum network on your private
blockchain




Mining Ether on Your Private
Ethereum Blockchain

* Last time you created a private blockchain
* To work with a blockchain, you must have ether
* Mining Is the process of creating ether




Recreate Your Blockchain

* Delete the files in your Geth folder and create
the folder structure shown below:

config 16062018 8:34 PM File folder
node 16/06/2018 8:34 PM File folder
node? 16/06/2018 8:34 PM File folder




Modified Genesis File

"alloc™: {1},
"config": |

"homesteadBlock™: O,

"chailnID": .

"elplSSBlock™: 0,

"elplSBBElock™:
} r
"nonce®: "O0x0000O0DODODOOODOOOOM™,
"difficulty™: "Ox4000'",
"mixhash":
"Oxz000000D00DODOOODODODODODOOODODODODDOODOODoDODoOODoOODoDODoDODDODDOOooDOnoDONooOT™,
"colnbase"™: "0x0000000000000O0OQOOOOOOOOOOOOOOOOOOOOOOOONT,
"timestamp™: "0x00",
"parentHash":
"OxO0OooopoooopopoooopoooooopoODoODOpOQOODOQOODODODOODODODODOODODOODOD ™,
"extraData":
"Ox000000O00DODOOODODODODODOOODODDODDOODOODoDODoOODooO0DoDODoDODoDODOoDOoooDOnoDONOoO™,
"gasLimit": "Oxffffffff"

Note that the difficulty has
been reduced

gode
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Create Nodes

LLLLLL

e Run the code shown below to create the first
node:

geth --datadir "C:\Geth\nodel" init "C:\Geth\
config\genesis.json"

e Run the code shown below to create the
second node:

geth --datadir "C:\Geth\node2" init "C:\Geth\

config\genesis.json"
\Eﬂ

GO

coge
fis] S
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th --datadir
mum peer count

Create Nodes

Al ated cache and file handles

HWriting custom gen s bl
Persisted trie from me
Successfully wrote gen
#llocated cache and file
Hriting custom gen
Fersisted trie from me
Succe ully wrote genesi
geth --datadir
Haximum peer count
fllocated cache and file
Writing custom genesis bl
sted trie from me
ully wrote gen
ated cache and file
Hriting custom gen
sisted trie from me

=2 =0.¢2
vnodeltgethiyilightchaindat a

=0. QOB =@s % =0. OO
=lightchaindata

=@, POE =@s
=lightchaindata



Open Your Consoles

LLLLLL

* You need to open a second PowerShell
* |n your first PowerShell, run this command:

geth --datadir "C:\Geth\nodel" --networkid 72 --
port 30301 --nodiscover console

* In your second PowerShell, run this command:

geth --datadir "C:\Geth\node2" --networkid 72 --
port 30302 --ipcdisable console

[

coge
fis] S

GO



Create Your Initial Coinbase

> personal.listAccounts
[ ] -
> personal.newfccount( )
Fassphrase:

Repeat passphrase:

Run this also in the second
node’s console




Connecting Nodes as Peers

Run the above commands In

your first node’s console
igﬂ

coge
fis] S

GO



Connecting Nodes as Peers

> admin.addPeer{ "enode: ai¥53 @7 dd 7 d Adeedbdcic d717: dz 1d Jadeedd T iCc2159Fh1d FECE B Pdiscport=0"}
rue
admin.peers

networ
inbo

Run this command in your
second node’s console

G

coge
fis] 0S



Check Your Balance and start
Mining

» eth.getBalancel{eth.coinbase)
i6:@7] Etherbase automatically conflgured

> miner.start()

[@6-16|: :21] Updated mining threads

[@6-16]21:37:21] Transaction pool price threshold updated
NnFuldl 1[@
pr -16|21:37:21] Starting mining operation

[@6-16]21:37:21] Commit new mining work

Run this command in your
first node’s console




Stop Mining

LLLLLL

miner.stopi( )
o F[=
eth.getBalanceieth.coinbase)

Run this command in your

first node’s console @
e’ |

coge
fis] S

GO



Unlock Your Account

LLLLLL

> colnbasefddress = eth.colnbase

> personal.unlockfccount {coinbasefddress )
Unlock account @xdateof+9lSefdelsdd /b2 c7/+99c69495]154
Fassphrase:

Run this command in your
first node’s console

&

coge
fis] 0S



Transfer Wel o

* Run the command in your second node’s console to
get its address:

coinbaseAddress = eth.coinbase

* Run the command shown below in your first node’s
console:

> hisAddress = "@x@24c9lbS99Fce2E7e3d63102FERQ25FR2787 o0 "

> eth.sendTransactioni{fraom: eth.coinbase, to:hisfAddress, value: 122022222271

[@6-16|21:47:26] Submitted transaction =@x4desodadsba
BESCcdadilef2lfe@bei@dotebdd2dc35b37bcdS@bbh259badbFE51 0 =x@2dc1b599F Ce2&7E 34
£31@2F8Q25FR2787FEE9b




Transfer Wel

LLLLLL

* To transfer Wel, you need to use the
miner.start() command and stop it after some
blocks have been mined

> miner.stop()
rue

> Web3.eth.getBalanceleth.coinbase)

= Wweb3.eth.getBalancelhisAddress)

Run this command in your
first node’s console




Confirm Transfer

LLLLLL

* Confirm that you have received the funds
transferred to your second node

> eth.getBalance(eth.colnbase)
[@F-16]21:51:53] Ftherbase automatically configured =24 colbS99F Ce287E 34631028 5F@2 Va7 FoEoh

Run this command in your

second node’s console
val

G

coge
fis] 0S



Conclusion

LLLLLL

* This week we created a private Ethereum node
* We have mined Ether on our local machine

* We have a local setup to deploy our own smart
contracts

* Ensure to finish the CrytoZombies lessons by
next week

3 AGO

coge
| S
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